






























Office of Information Technology, 2006 Annual Report 












Office of Information Technology, 2006 Annual Report 












































Office of Information Technology, 2006 Annual Report 

















Office of Information Technology, 2006 Annual Report 
Page 4 of 32
Office of Information Technology, 2006 Annual Report 






































Office of Information Technology, 2006 Annual Report 


















Institutional Practice Definition IT Current Status 
Human Capital 
Management 
attracting, retaining, and motivating the people who possess 
the knowledge, skills, and abilities that enable an organization 
to accomplish its IT mission 
largely underway 
Strategic Planning 
establishing the agency’s mission and vision, including core 






aligning operational responsibilities with business and mission 





addressing potential events or situations that threaten the 
successful achievement of organizational objectives very early stages 
Business Continuity 
Planning And Security 
Management 
ensuring the maintenance or recovery of operations, including 
services to customers, when confronted with adverse events 
such as natural disasters, technological failures, human error, 
or terrorism 
very early stages 
IT Investment 
Management 
selecting and controlling IT spending so as to maximize return 
on investment and minimize risk 




focusing an organization’s operations on how to best satisfy 
customer needs area of concern 
Fiscal Management 
budget formulation and execution, financial control and 
acquisition that enables an organization to track its use of 
material resources 
area of concern 
Enterprise Architecture 
Management 
developing, maintaining, and using an explicit blueprint for 
operational and technological change area of concern 
Knowledge Management 
capturing, understanding, and using the collective body of 
information and intellect within an organization to accomplish 
its mission 
area of concern
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CORE TECHNOLOGIES SERVICES 
Founded in November, 2005, Core Technology Services (CTS) exist to provide customer 
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Ø Deploying an enterprise wireless service that securely supports multiple networks and 
can be centrally managed. 
Ø Deploying a simple to use, reliable and secure remote access service.  In addition to 
high availability the service needs to support the ability to scale to 1,000 users in the 
event that a major event results in the need for employees to telecommute. 
Ø Complete the internet services project with the upgrade of the enterprise firewalls and 
implementation of enhanced monitoring of the perimeter defense systems. 
Ø Implement the criminal justice firewall system in conjunction with the previously 
completed site to site encryption.  Implementation of the firewall system is required 
for compliance with criminal justice security policy. 
Ø Replacement of core network components equipment at or nearing the end of their 
service life.  It is critical that these components be upgraded to ensure the operational 
integrity of the network, accommodate planned expansion of the metropolitan area 
network, and support the next generation of network capabilities. 
Ø Migrate all active directory domain controllers into a standard configuration and 
management control. 
Ø Support continued migration to VOIP and IP telephony based services including 
unified communication and the emergence of wireless Smartphone devices. 
Ø Enable the integration of next generation radio communication systems and traditional 
wire line network assets to in order maximize performance and reliability.
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Ø Implement standard PC models and procure them at the most advantageous price 
possible. 
Ø Have all equipment certified under US Electronic Product Environmental Assessment 
tool. 
Ø Create a “PC Factory” that will automatically load operating systems and custom software 
with minimum human intervention. 
Ø Reorganize the help desk and desktop support into three main service areas; Field 
Services, Call Center, and Provisioning.
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Ø Complete the procurement process for obtaining a systems integrator for MSCommNet 
program. 
Ø Create an operational plan for radio services. 
Ø Establish next level of CONOPS plan.  This includes use of State Region­Net Channels. 
Ø Consolidate all radio technical personnel, infrastructure and equipment within OIT. 
Ø Complete 2006/7 Construction Season project.  This includes upgrades to the following 
infrastructure sites:  Cadillac, Cooper, Granite Hill, Ossipee, and Spruce.  Four new towers 
and five new shelters will be constructed. 
Ø Improve coverage for MSP Zone 1. 
Ø Complete MSCommNet critical path tasks, including: land acquisition, right of way 
rights and utility rights. 
Ø Complete DHHS emergency communication plan for response to an epidemic incident. 
This includes establishing technical scope and licensing issues. 
Ø Provide technical expertise to expand cellular coverage in north Maine woods to meet 
Governors Connect­Me initiative. 
Ø Manage the procurement process that will obtain consoles for the Department of 
Conservation.  Provide the technical expertise and management for implementation.
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ü Enterprise Messaging Team’s need to control the increasing amount of SPAM that comes into 
the system 
ü Enterprise Messaging Team’s need to combine the State's three separate Alert Notification 
systems into an Enterprise­wide system 
ü Install an e­mail retention solution to archive State e­mail records. 
ü ADAM Team most outstanding challenge is maintaining adequate staffing to meet agency 
demand. 
ü Migrate all current Document Management Systems into two new systems that will increase 
the processing power, make available the newer options such as Work Flow processing to all 
state agencies and provide for redundancy to address disaster recovery. 
ü Enable public access to records that they need through the Document Management Systems.
Office of Information Technology, 2006 Annual Report 








Office of Information Technology, 2006 Annual Report 






Based  on  this  experience  the  PMO  has 
designed  a  hybrid  model  to  be 
implemented  during  the  upcoming  fiscal 
year.  This  model  will  provide  direct 
project management, while  still  focusing 






















Current PMO Structure:  All of  the project managers are currently assigned to projects.  The 
other  support  areas  of  the  PMO  such  as  training,  project  oversight  and/or  rescue,  contract 
assistance  and development  of  other  project management  resources,  are  primarily managed  by 
the Director, with assistance from the rest of the team as time allows.
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Training is a major component of the PMO effort. Persons assigned roles with an IT project now 














project,  the  accounting  and  procurement  system  (AdvantageME),  the  reengineering  and 
development of  the  taxation system  from MATS  to MERITS, and  the statewide  radio network 
project (MSCommNET). Reports on project status are provided to the Office Director for review 
and escalation for action where necessary.
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ü Where its physical plants have marginal power, cooling and fire suppression facilities as a 
much needed review of the 400+ network physical access points. 
ü Ongoing insecure Internet services implemented prior to the current heightened security 
environment as well as poorly defined poorly defined firewall rules. 
ü A vast or all encompassing larger policy unification effort to consolidate the 16 agency 
security policies into a Federal Information Security Management Act, Health Insurance 
Portability and Accountability Act, Sarbanes­Oxley Act of 2002, Gramm­Leach­Bliley Act 
compliant policy. 
ü Improved security awareness to deal with ongoing and widespread disregard for current 
polices and best practices.  In addition to having sensitive data frequently not properly 
classified as such. 
ü Improved forensics through the development of incident response procedures and 
through better auditing both as a preventative measure and as well as performance 
improvement activity. 
ü Ongoing update of the oft­forgotten contingency and disaster recovery plans.
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partnership State of South Carolina.  This provided an opportunity for information exchange 
between developers in the two states and set policy on product governance into the future.
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